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No race has ever been won 
in the first corner; 

“This is a rule of racing:

many have been lost 
there.”



The digital estate
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Platform has two sides of the coin. The first side is the secure foundation of our cloud services. This is about how we operate our own cloud services, Azure, Office 365 and so forth. We have some of the world's best physical security, with fences and barbed wire and so on to provide secured building environments and within those buildings, secure server environments.  To enter a server environment, for example, a person would have to pass through multiple physical layers and provide multiple forms of identification. They would also be scanned for metal in their pockets to make sure that they are not bringing devices in to steal information. So, there's a great deal of physical security in place that we do on behalf of all of our customers in our cloud services and that make it possible for our customers to really leverage the investment that we've made in that respect.  Operational security I touched on a minute ago when we talked about the human piece of the Intelligent Security Graph. One of the ways this comes to life is in our continual testing of our services, making sure that that we're finding vulnerabilities faster than the bad guys can. We have a big focus on red team, blue team exercises. If you're not familiar with those, the idea is that we have dedicated professionals whose job it is to be on the good side but act like the bad guys—they’re constantly trying to find ways to penetrate the services, find ways that hackers might attack us so that we can shore up our defenses.  Another example of our operational excellence is around restricted access. When Microsoft employees need elevated access so that they can do maintenance on a service, or so they can investigate a customer support issue, they only have access to exactly the resources they need to access and for only exactly the amount of time that they need it. So, they have just in time and just enough access to do their work, and then they get out. They don't have any standing elevated access that allows them to view customer data.  And this is something, again, where we can make an investment at Microsoft that gets heavily leveraged because all of our customers benefit.  Lastly, customer controls are a huge important part of this. This is something that we get asked about a lot when we talk to customers about our cloud services. What are the things that I have at my control so that I can decide how I want to manage my data and access to it? Access controls, of course, are the very foundation of it. Multi-factor authentication for admins at customer sites who are in charge of operating Azure for that customer or operating Office 365. Having multi-factor authentication of course is a basic that we think is fundamental.  The encryption and key management capabilities that are in place allow customers to decide how and where they want to encrypt data at rest and in transit, and it allows them to be in possession of the encryption keys so that they know there's no way that anybody at Microsoft, even there were a rogue bad actor inside of our organization somehow, they would not be able to access that customer data because it's encrypted with a key that the customer holds.  And lastly, network and distributed denial of service protection is in place for all of these services. We do basic protection to ensure our services work reliably, and Azure customers can take advantage of additional protection at the network layer to suit their needs.



Identity & access 
management 

Information 
protection

Threat 
protection

Built in
security



Can your access control policies 
adapt to changing conditions?

Can you improve user experience 
and strengthen access protection?

How do you protect user credentials? 

How much control 
do you have over access?



Do you know where your sensitive 
data resides? 

Do you have control of your data as it 
travels inside and outside of your 
organization?

Are you using multiple solutions to classify, 
label, and protect sensitive data? 

Do you have a strategy for 
protecting and managing  
sensitive information?



How quickly can you detect suspicious 
activities on your network?

How do you know if credentials have 
been compromised? 

How quickly can you remediate 
advanced threats?

How do you protect your users from 
email threats? 

How do you protect your 
organization from advanced 
threats?



Do you know the security state 
of your full estate in real time?

How easily can you configure and manage 
the security posture across your estate?

How do you proactively improve your 
security practices over time?

How do you
manage security?
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Now let’s dig into the third area here, partners. And this is about not only how we partner with our peers in the industry, other providers of security tools, but also how we work with industry alliances and how we work with government and law enforcement agencies around the world. This is a somewhat unique way that Microsoft thinks about partnership. It’s a little bit different from how other security vendors might be talking about partnership. 



Integrating with your existing solution portfolio



Microsoft Intelligent Security Graph

Moderador
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The center piece of our investment in intelligence is the Microsoft Intelligent Security Graph. This is how we describe the way that we synthesize a vast amount of data from a huge variety of sources. 400 billion emails get analyzed by our Outlook.com and Office 365 email services every month.  1.2 billion devices get scanned every month by Windows Defender. That gives us a great deal of signal into what's happening on endpoints, and where are the attacks, and what do they look like these days? We operate 200-plus global cloud, consumer, and commercial services. Everything from outlook.com to Xbox Live to Office 365 to Azure, and so on. And with all of those services, we have a tremendous amount of surface area that we defend. Enterprise Security from Microsoft is employed by 90% of the Fortune 500. And so, we see more attacks than most other companies on any given day. We get a lot of information from defending against those attacks.  750 million plus Azure user accounts give us tremendous insight into how people authenticate to Azure. And that, combined with the 450 billion monthly authentications that we do with Azure Active Directory and Microsoft Account, really give us some tremendous insight into what is normal behavior when it comes to sign-ins and authentications, and what is abnormal behavior, and how often is it that someone has the right password, but they're not the person they say they are. We learn a lot about defending that really important control point, the identity, by looking across that set of data.  Bing scans about 18 billion web pages every month, giving us really great insight into what people are doing with web scripting technologies when it comes to attacks and phishing campaigns. And we have a great way to look at that and understand how we should help customers defend based on that information.  On top of all of that we layer shared threat data that we get from our partners, from the researchers here at Microsoft who are part of our 3,500-plus people that are full time on security, and law enforcement agencies that we partner with worldwide through our digital crimes unit, as well as botnet data that we collect through the digital crimes unit. All of that intelligence makes up the Intelligent Security Graph.  And why is it a graph? It's a graph because what's really important is connecting these pieces of intelligence, so that these signals are not just individual points of information. The graph brings them together as something that we can draw patterns across. We can learn from one point of data to influence how we interpret another point of data.  So, the Intelligent Security Graph is something that we are very, very heavily invested in at Microsoft. It's something that we feel is unique to us in this industry.



Layered ML in action

Protection in milliseconds
Just before noon, behavior-based algorithms 

detected a massive campaign

Protection in milliseconds
Most components of the attack were blocked at first 

sight by metadata-based ML models

Protection in seconds
Additional protection was provided by sample analysis-

based ML models for some components

Local ML models, behavior-based detection 
algorithms, generics, heuristics

Metadata-based ML models

Sample analysis-based ML 
models

Detonation-based 
ML models

Big data 
analytics

http://aka.ms/dofoil

Emotet Bad Rabbit

http://aka.ms/dofoil
https://cloudblogs.microsoft.com/microsoftsecure/2018/02/14/how-artificial-intelligence-stopped-an-emotet-outbreak/
https://cloudblogs.microsoft.com/microsoftsecure/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/


Power of Rapid Detection & Response

8 B $ 850 M $ 14 Minutes

Ransomware made a real-world impact in 2017, bringing down critical 
services like hospitals, transportation, and traffic systems. Here are 
few of the unprecedented and devastating ransomware families 
responsible for the 2017 attacks:



The Big Three

1. Simple
• Reduce number of solution vendors
• Alleviate friction between security & 

productivity

2. Smart
• Speed up detection & response with 

automation and ML
• Insight across the threat landscape

3. Integrated
• Built-In Security means less to deploy, 

fewer agents to manage
• Visibility across hybrid architectures



Download the Microsoft Security 
Intelligence Report, Volume 23 for more 
security insights. 

www.microsoft.com/sir
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So, that wraps up the information I wanted to share today about Microsoft Security Solutions. Thank you for your time. Are there any areas that you’d like to explore in more depth? 
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