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THE CHALLENGE COLLABORATIVE CRIME

THE
POWER
TO KNOW.
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THE CHALLENGE MALWARE-AS-A-SERVICE
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THE CHALLENGE WORLD WITHOUT GOVERNANCE

...Conventions,
Policies, Agreements,
Treaties...




THE CHALLENGE ENLARGING THREAT SURFACE

THE
POWER
TO KNOW.
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SOLVING THE MARKET PROBLEM

Enterprises unable to detect attackers’
presence on their network due to
excessive volume of security alerts and
lack of visibility into network behaviors
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Detection
Avoidance

KEY CHALLENGES THAT MUST BE ADDRESSED

Economics
of Data
Scale

Limits of
Signatures &
Rules




THE CYBER
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THE CYBER '\ 1E DETECTION MARKET IS CHANGING
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SECURITY
ANALYTICS THE BUZZ IS NOT ENOUGH...

rln-Memory Anomalous Behavior“

Data Visualization Rules/Thresholds

Security Analytics
Statistical Modeling [In-Stream
LMaChine Learning Behavioral Analyticsj



CYBER MARKET ANALYTIC MATURITY CURVE

Predictive Analytics

Behavioral Anomalies

Rules & Signatures.

Search Query Response d

THE
POWER
TO KNOW.
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OVERCOMING THE

HYPE DETERMINING THE VALUE FROM SECURITY ANALYTICS

Results PPYo=®
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SECURITY
ANALYTICS

THE ANALYTIC PILLARS

Analytic insight and triage
Analytic guidance served to security
Driven Triage analysts to drive focus and
efficiency.

Additive machine learning layer

Predictive based upon feedback loop
In-stream Cyberanalytics highlighting & categorizing malicious
& behaviors.
In-memory

Understand normal & abnormal
Anomaly network activity. Leverage device

Detection peer groups to identify subtle
threats.
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IN SUMMARY
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THERE IS HOPE FOR SECURITY ANALYTICS...

- Can provide network visibility

- You should investigate data, timing &
analytic approaches used

- You should understand impact of scale
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THE CHALLENGE MASSIVE MALICIOUS EXPLOITATION

“There are two types of big

companies in the U.S., those
that have been hacked... and
those who don't know they've
been hacked.” _,..... comey, oiectororne re
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THE CHALLENGE NETWORK UNKNOWN: DEPTH & SCOPE
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CYBERSECURITY BEHAVIORAL ANALYTICS ON SMARTER DATA

How it Works...

Ingest Enrich network Execute in-

Deliver relevant
results via
operational
interface

network traffic with memory,
traffic data in business context behavioral
real-time & correlate data analytics on
| ] in-stream SN enriched data [N
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CYBERSECURITY BEHAVIORAL ANALYTICS ON SMARTER DATA

SAS’Cybersecurity: Network Data Enriched with Business Context
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Typical Network Communication Data
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