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~rsme  RANSOMWAaAre: Now a Billion Dollar a Year
Crime and Growing

by HERB WEISBAUM

Security experts say hackers deploying ransomware have been extorting money from computer users of all stripes. [ Patrick Lux / Getty Images

SHARE Ransomware payments for 2016 are expected to hit a billion dollars, according
f Share to the FBI. That compares to just $24 million paid in 2015.
From the Web Sponsored Links
- Tweet And it's expected to get even worse this year — with more victims and more
< Emai money lost.
&+ Print Experts even predict that the cloud could come under attack this year because
it’s such a lucrative target and could result in ransom payments in the millions
of dollars.
Ransomware is a family of malware that blocks access to a PC, server or McDonald's sales top forecasts after

mobile device. or encrvnts all the data stored on that machine. It’s tvnicallv promotions push
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| Distribucion de tipos de amenazas- = =
participacion promedio/mes 2017

o 13.2%
20.5% J [ 102 spam
159 phishing & threats
threats .
114
All Threats
& 066.3%
513 malware
threats

FUENTE: Centro de Operaciones Digiware - Datos para 2017
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La problematica del Malware

“‘No puede existir un antivirus que
detecte todas los posibles virus de
computador”

Fred Cohen sobre €|
Antivirus - 1987.



600.000.000

450.000.000

300.000.000

150.000.000

0

CONGRESO DE

PREVENCION
DEL FRAUDE

F McAFee.
uente McAFee <_ Y SEGURIDAD

AAAAAAAAAAAAAAAAAAAAA

MALWARE
TOTAL

032

MILLONES

_

2010 Q1 2010Q4 2011 Q3 2012Q2 2013 Q1 2013Q4 2014 Q3 2015Q2 2016 Q1

(2010 - 2016)



6,000!!

NUEVAS CEPAS



”
AAAAAAAAAAAAAAAAAAAAA

[
FIRMAS = HASH
MD5/SHA1/SHA256

2d0ffbc8389127b0649696f0efSb3cfe

32B x 530M = 16.9G




AAAAAAAAAAAAAAAAAAAAA

COMPRESION'

100:1

100Gb =
11b= !




Lxd
m

PREVENCION
DEL FRAUDE
Y SEGURIDAD

Ultima Actividad

This year g

Camapanas por Malware

DIGIWARE Detalle de Campanas

Level Time
Dias v

120

Malware Name
V| (All)
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Locky

100

80
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Nymaim
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60

Cantidad de Campanias
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Cepas ZeroDay (Wa...
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FUENTE: https://view.mydigisoc.net/ - SRI Digiware
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FUENTE: https://view.mydigisoc.net/ - SRI Digiware
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[Famlllas de ataque S
por dia o 029
19 with
hybrid threats
45.1%
4.243 with 9418
URL threats All Messages 2, 54.] 9,
5.156 with
attachment threats

FUENTE: Centro de Operaciones Digiware - Datos para 2017 Total Message Volume



Messages .
] Se recibe un

Blocked
TimeLine Activity Delivered ataqu_e por
. % Messages Block.. usuario al dla E
250,000 i : :
Delivered Message o
é 200,000 ~ TOta| 1 e __5.10/0 del total de
z ot Rewritten - 300
2 | ri n
e | USUArios so .
: objetivo de ataque o
£ 100,000 , : . :
: Clicks persistente 115
o) — 91 @
A u Clicks Blocked E . | 190
)
Clicks Permitted o2 ol
N \,I menos cad_a 27 il
38888 %H.’ 888881 Users dias un usuario 888
N NN NSNS~ s = ‘_l: ‘[: ‘[:
EE5558555555 5] Intendedyss sera impactado g 5
B:‘Lﬂo‘_}ma(‘;{)oo‘—ix—i(\ltlmpacte __2rs S RN
At Risk Users
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o Seguridad basada en DNS

o Aislamiento de entornos Endpoint (VDI)

o EndPoint Detection and Response (EDR)

o~ Parchado Virtual

o~ Reescritura URL dentro de los correos
(URL Messages Rewritten)




