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Oliver Wyman’s Financial Services practice group brings deep industry 
expertise and broad functional capabilities to leading financial institutions

• Oliver Wyman’s Financial Services 
practice group has over 210 Partners 
dedicated to the financial services industry 
internationally

• We have an unparalleled understanding of 
the market structure, economics, and 
possible future development of all 
segments of the financial services industry 

• Last year we executed over 1,600 
projects globally in more than 60 countries

• 90% of our business is from repeat clients, 
who include
– Over 75 of the top 100 global 

financial institutions
– Regulatory and government agencies
– Top private equity firms

Corporate and Institutional Banking

Public Policy

Retail and Business Banking

Wealth and Asset Management

Industry groups

Insurance

Finance and Risk

Corporate Finance and Advisory

Strategic IT & Operations

O
W

 
horizontals

Digital

Organizational Effectiveness

Value Sourcing and Supply Chain

Labs
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1000+
OLIVER WYMAN EXECUTED PROJECTS 
IN FINANCE AND RISK PRACTICE 
SINCE 2014…

Risk

The Finance and Risk practice provides leading financial institutions with custom 
solutions covering all aspects of risk management, including its application to 
financial management
Finance
• Strategy development for interest rate risk management
• Liquidity forecasting and limit calibration
• CCAR balance sheet and PPNR model development, including linkage to 

annual financial planning
• Performance management and target operating model definition

• Redesign of capital management frameworks
• Development of a roadmap for stress testing and capital management
• “Regulatory remediation” projects as direct answer for audit findings 

(e.g., model validation, risk processes etc.)
• “Readiness support” projects incl. development of capital plans in line with 

regulatory guidance
• Development of standards for CCAR models and effective challenge 

frameworks covering annual stress testing activities for regulatory submission

About 40% of our project work in FS is related to Finance & Risk topics

Key Areas of Insight

Finance & Risk is a clear focus area within Oliver Wyman – it is our largest 
Financial Services practice
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Risk management techniques are evolving to better address emerging risks

Emerging Risks

Management and 
Mitigation of RisksEvaluation of RisksRisk Identification

• Systematic processes for 
identification of risk

• Incorporation of internal and 
external expertise

• Imperative to deviate from 
traditional risk silos and 
organizational structures

• Focus on scenario-based 
measures such as stress testing

• Quantitative and qualitative 
approaches to capture hard-to-
measure risks

• Increasing on regulatory focus on 
recovery and resolution planning

• Evolution in crisis management –
linking business as usual, Stress, 
Recovery and Resolution planning

New risks and familiar risks in different context or 
with greater materiality for the organization

More open to identify 
emerging risks

Techniques better 
accommodate varied 
and emerging risks

Faster, better coordinated 
response to significant risks



 Risk Identification3
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Institutions failed to fully anticipate many of the risks observed during and 
since the financial crisis

Materialization of new and increasing risks Examples of risks missed or underestimated

• Repurchase risk – banks were made to 
buyback loans with misstated risks

• Ratings downgrade related risks

• Risk of “strategic defaults” – homeowners 
walked away from underwater properties

• Failure of key funding markets
– Freeze in commercial paper market 
– Haircut widening and runs in the repo 

markets

• Reputational risks from banker remuneration 
and government interventions

Why Home Prices May Keep 
Falling

Pre-crisis risk identification processes were insufficiently granular and dismissed or 
ignored risks that were deemed too improbable
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Legacy industry approaches for risk identification have not been designed 
considering the evolving approaches for capital management

Common characteristics of legacy industry Risk Identification

• Typically high-level description of risks
– Risk taxonomy or hierarchy is used to categorize risks at a high level – which is useful for economic 

capital modeling and regulatory capital
– Individual events or external drivers of the losses given limited consideration for some risk categories

• Approaches often narrowly involve only a small part of the organization
– Often centrally-executed approach, with limited input from business areas with granular knowledge of 

risks
– Limited discussion of  risk drivers through risk committees and involvement of senior executives

• Lack of standardized approach to assess materiality

• Focus on readily quantifiable risks and difficult to quantify risks and business risks often not explored

• Granular “Risk and Control Self-Assessment” (RCSA) approach more narrowly geared toward operational 
risk 
– While the RCSA process is more granular and distributed, it mostly supports operational risk 

measurement and risk control with less feedback into financial risk management

Legacy industry Risk Identification approaches failed to capture a number of risks and do not effectively 
support scenario development – an activity critical for stress testing
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Legacy approaches to risk identification are also insufficient to support the 
new set of tools used for risk and capital management

Market 
risk

Example risk taxonomy

Operational 
risk

Recovery risk

Reputation-
al risk

Credit 
risk

Business 
risk

Credit default 
risk Fraud

Business disruption 
and system failures

…

Employment 
practices 

Interest rate 
risk

Trading risk

FX risk

Liquidity risk

Legacy approaches to risk identification 
focused on defining major categories of risks

After the crisis, stress testing became the 
preferred approach to measure capital needs

• Risk identification largely synonymous with “risk 
taxonomy” 

• Supported the two main risk measurement tools at the 
time: regulatory capital and economic capital

• Two main approaches to determine capital needed to 
protect against unexpected losses:
– Regulatory capital – set by regulators
– Economic capital – self-determined by institutions

• The crisis showed that these approaches were not 
successful

• Stress testing became the preferred tool for capital 
management
– Require explicit stress scenarios unlike economic 

capital and regulatory capital
– Developing “right” stress scenarios is critical and 

requires detailed understanding of an institution’s risks 
and vulnerabilities

Legacy approaches to risk identification are insufficiently granular and 
comprehensive to tailor stress scenarios that probe an institution’s vulnerabilities
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In order to effectively support risk management, several key features are 
needed in a modern risk identification process

Roles and responsibilities
15. Board and ERMC regularly involved
16. BU involved in granular risk identification
17. HQ involved in challenge and aggregation

BU

Comprehensiveness
1. Identifies risks across the firm’s activities
2. Distinguishes material risks 
3. Measureable and “hard to quantify”
4. Established and emerging risks
5. Includes on- and off-balance sheet risks
6. Includes even very low probability risks

Risk driver based view
7. Describes granular risk events/drivers 

to support scenario design 
8. Relates events to business activities
9. Relates back to taxonomy of risk types

Other analytical requirements

12. Systematic and repeatable process for consistent output
13. Consistent framework for materiality across all risk types
14. Common standards applied across BUs to aggregate and compare results 
15. Supported by empirical data where possible

Risk 
Stewards

BU Risk

HQ Risk Board/ERMC

• Identify granular risks
• Identify risk drivers

Timing and frequency
20. Up-to-date results for capital planning 

process 

Documentation and controls
18. Comprehensive documentation
19. Regular challenge throughout

Analytical features Operational features

• Identify top firm risks
• Identify risk interactions
• Challenge and oversight
• Aggregation

Illustrative
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Key challenges for risk identification processes

# Challenge

A Achieving organizational engagement

B Linkage of risk identification to existing risk infrastructure

C Designing a process that identifies new and emerging risks

D Developing a robust materiality assessment framework

E Ensuring consistency in risk identification across the organization

F Considering both position-driven and business activity-driven risks

G Effectively linking risk identification output to scenario design

Discussed on subsequent pages
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Other applications

Top-down component
• Identify larger firm-wide 

risks

Bottom-up component
• BUs identify risk events 

and detail drivers and 
business activities

Feedback

Feedback

Tailoring of 
output

By BU

Review and 
challenge

Workshops

Creates communication and 
drives alignment between HQ 
senior management and BUs 
on key risks

Challenges senior leaders to 
think independently about their 
risks

Detailed  information “from 
the field”

Final master list of 
identified risks

…Strategic 
planning

Process OutputApplication

The risk identification process should be designed to achieve cross-
organizational involvement and result in a detailed, comprehensive list

…

Capital 
management and 
risk management 
applications

Scenario design

Risk modeling

Performance 
measurement

Business processes pushed 
to show how detailed risk 
information is taken into 
account

Illustrative

C
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Biodiversity 
loss

Risk landscape – Top risks
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External views of risk can be incorporated into risk identification workshops 
to create discussion of emerging risks and challenge internal views

4.0
3.5 4.0 5.0 5.5 6.04.5

5.5

High
unemployment

Note: Entire scale is from 1-7. Top 20 risks in terms of overall impact and likelihood are shown
Source: World Economic Forum, Global Risks Report 2016

Economic Environmental Geopolitical Societal Technological

Interstate conflicts

WMDs

Nat. governance
failures

Terrorist attacks

Data fraud or theft

Cyber attacks

Illicit trade

Energy price shock
Fiscal
crises Asset bubbles

Infectious diseases Social 
instability

Involuntary 
migration

Water 
crises

Food crises

Natural catastrophes

Weak climate change 
response

Extreme weather

C



15© Oliver Wyman

Risk identification includes an assessment of the materiality of risks that 
can highlight which risks are emerging

Likelihood

Impact

Trend

• Financial impact assuming the risk event occurs
– May considers short term P&L impact as well as longer term value impact

• Typically considers non-financial or indirect impacts e.g. reputational impact

• Likelihood of risk event occurring e.g. 1 in 10, 1 in 25 etc.

• The likelihood assessment will differ across types of risks:
– “Discrete risks”: those a relatively fixed outcome, e.g. power plant explosion
– “Continuous risks”: those with continuous spectrum of likelihood and severity 

(e.g. increasing interest rates)

• Captures the past or expected change in the materiality of risks

• Used to identify emerging risks and drive actions even if materiality is low today

Components Description

D

Assessment of materiality of risks may be based on quantitative analysis or 
qualitative judgment where quantification is challenging
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Variety of sources 
used to produce 
risks

All drivers

Market factors External 
parties

Foreign market 
crash / Global 
financial crisis

Asset prices

Broad economic 
conditions

Industry specific 
economic 
conditions

Currency / 
FX rates

Broad market 
volatility / 

dislocation

Inflation / 
deflation

Commodity 
prices

Equity 
levels/prices

Prudential 
regulations 

Non-financial 
regulatory

Conduct / 
market 

regulations

Litigation

Risks identified / 
stressed in interviews

Risks identified / 
stressed in surveys

Risks identified in both
interviews and surveys

Previously identified
risks in reports/frameworks

Risk ID working group additions

Energy Non-
Energy

Regulations/Legal

Single name 
exposure / 

default

Client 
concentration

Client behavior

Clients/counterparties

New entrants

Technological 
landscape

Competitors

Third Party 
disruption

Vendor 
concentration

Third party 
providers

Media

Traditional media

Social media

Cyber attack

Rating agency 
activity

External fraud

Country / 
Political

Other external

Pandemic / 
Epidemic

Natural / 
Man-made 
disasters 

Environment Internal 
operations

[Bank] 
performance

Organizational 
structure

Portfolio 
concentration

Strategy

Processes

Client operations

Information 
system delivery

Technology 
maintenance / 
sustainability

Technology/Data

Attrition

Staff tenure / 
experience

Human error

Talent acquisition

People

Rogue trader

Employee / 
company social 

media

Financial and 
statutory 
reporting

Management 
reporting

Connectivity / 
network

Data quality

Privacy breach

Merger / 
acquisition

Model

Usage

Implementation

Development

Tax (external)

Maintenance

Validation

Robbery

Climate change

Real economy

Interest rates

Credit spreads

Tax

Legend

Output of risk identification can be categorized to develop a driver-based 
view of risk

E



 Evaluation of Risks4
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Macro-prudential stress testing started as a crisis response tool… 

Failure of old regime Enter stress testing New world
• US and UK banks that failed 

during the crisis were 
considered “well capitalised” 
based on the existing standards

• Problems weren’t limited to poor 
risk assessment (RWA), but 
also weak capital

• Regulators needed to do 
something different and big –
then show the results and how 
they got there – to 
regain the market’s and the 
public’s trust

• Exercises sought trust and 
transparency

• Scenarios had to be easy to 
understand and credibly severe

• Needed government capital 
backstop in case private sector 
capital was not enough

• Importantly, regulators 
developed their own models to 
project losses and profits 
(extremely important ability to 
form your own view)

• Stress tests are becoming the 
primary tool in regulators’ 
macro-prudential armoury

• Results have produced new 
information about bank health 
and asset quality

• Information in US was new and 
credible
– 10 banks needed a total of 

$75 BN in capital
– Transformed “uncertainty” 

into “risk”
– Succeeded as capital holes 

were credibly and quickly 
filled

1 32
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… and has evolved to a peacetime tool for bank oversight

Stress testing as a crisis response tool Stress testing as an ongoing risk management tool

• Stress test is deployed as a one-time 
response to a specific crisis (e.g. SCAP)

• Main purpose is to provide assurance to the 
markets by

– Credibly (and conservatively) sizing the 
potential impact of a crisis

– Providing evidence that a bank has 
sufficient capital to withstand crisis

• Given purpose, quantitative output of stress 
test is most important (i.e. does a bank have 
enough capital to withstand the stress)

• Regulatory stress test is a regular occurrence 

• Purposes are varied, and broader than simply 
sizing potential impact of a crisis; they include
– Assessment of capital adequacy (quantitative)
– Assessment of an institution’s risk 

identification, measurement, and management 
capabilities (qualitative)

• Given purposes, both the quantitative and 
qualitative dimensions are important to regulators
– Increasingly, institutions “fail” CCAR for 

qualitative (e.g. risk management processes) 
as opposed to quantitative 
(e.g. insufficient capital) reasons

If wartime is about getting capital into banks, peacetime is about deciding 
whether to let it out
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An effective scenario design process depends on having an appropriate risk 
identification process

Final review, 
approval and 

documentation

Scenarios 
selected for use

Scenario 
parameterization 

/ forecasting

Scenario 
features

Scenario 
narrative
definition

Risk & 
vulnerability 
identification

Construction and selection 
of scenario narrative

Scenario narratives
selected for parameterization

Scenario parameterization,
review, and approval
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Description of idiosyncratic risks in 2015 Stress Tests

State Street
Bank-wide impacts from a severe cyber-attack on critical systems, a spike in deposits from 
the fixed income liquidity crisis, and losses associated with potential litigation from 
operational and reputational risks.

Morgan 
Stanley

Incremental attrition of financial advisors from the Company’s Wealth Management 
business

PNC
Additional stresses to healthcare, oil and gas (and related CRE), education lending 
exposures and to borrowers that would be significantly impacted by a potential Federal 
government shutdown

US Bank

Induced drought conditions, primarily in the western states, and other agricultural stresses, 
such as the bird flu epidemic in the scenario; also included a hypothetical operational loss 
event related to Information / Cyber Security represented by a Retail Payment Solutions 
(RPS) credit card data breach 

Comerica
A hyper-stressed energy scenario with the corresponding impact on the Texas market; a 
liquidity crisis event in which Comerica experiences a significant run-off of deposits and 
significant draws on unused loan commitments, as well as higher credit losses

Union Bank Drought in California continues for two more years and stresses the agricultural loan 
portfolio as well as other drought-impacted sectors

Source: BHC-specific DFAST disclosures

US institutions incorporate tailored emerging and topical risks into their 
capital stress tests
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Illustration of likelihood vs. impact matrix for assessment relative magnitude of risks

More likely 
than annually

1 in 5 years to 
annually

1 in 10 years 
to 1 in 5 years

1 in 30 years 
to 1 in 10

years

1 in 50 years 
to 1 in 30 

years

Less than 1 in 
50 years

Less than $10 
million

$10 million to $50
million

$50 million to 
$100 million

$100 million to 
$500 million

$500 million to 
$1 billion

Greater than $1 
billion

Severity

Li
ke

lih
oo

d

1

2

3

4

5

6

7

8

9

10

Highest risk

Lowest risk

Stolen credit card fraud

California 
earthquake

Credit 
concentration 
– Oil & GasLitigation / legal 

risk

Model risk: prediction error

Compliance 
risk - AML

Interest rate risk

Counterparty default

Credit risk –
retail 
mortgages

Liquidity risk – bank run

Risk identification pushes management to compare and prioritize risks 
across the organization

Illustrative
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Stress scenario severity

Capital & Liquidity Stress Testing Recovery Planning Resolution Planning
Scenario • Severe stress to going concern 

with minimal management 
intervention

• Extreme stress with 
significant and drastic 
management action 
taken to remain a 
going concern

• Catastrophic stress with 
insolvency determined to be 
unavoidable

Oliver 
Wyman 
Client
Coverage

• 31 of the 33 mandatory CCAR 
banks, including 8 of 8 G-SIFIs 
and 6 IHCs

• 30+ banks in Europe
• 130+ banks as part of quality 

assurance work for ECB

• 5 G-SIFI & D-SIFIs in 
US and Europe

• 10 of 14 institutions in the 
Fed’s LISCC portfolio

• 8 of 11 G-SIFI first wave 
filers

• 10+ European financial 
institutions

• Designed Regulatory 
Guidance recently issued to 
Canadian D-SIBs

A suite of exercises is used to prepare for scenarios of increasing severity
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Institutions are developing internal management frameworks that drive action 
across levels of stress as risks materialize

1. Crisis levels 2. Triggers 3. Key actions

Capital 
Triggers G

overnance

Crisis 
levels with 
increasing 
levels of 
severity

Liquidity 
Triggers

Op. 
Triggers

Recovery trigger

Runway trigger

C
om

m
unication

Legal

Financial

O
perational

Actions codified into 
policies and playbooks

Resolution trigger
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Crisis level Objective

Business 
as Usual • Manage BAU risks and prioritize profitability

Stress • Take appropriate mitigating actions in anticipation of 
increasing levels of stress; put organization on alert

Severe 
Stress 

• Take appropriate mitigating actions to prevent the need to 
execute the Recovery Plan; put organization on high alert

Recovery • Execute recovery actions to restore financial 
(liquidity/capital/leverage) health

Runway • Prepare for onset of bankruptcy to guard against impact 
on clients and broader economy

Resolution • Execute the resolution plan to maintain critical services 
and limit damage to broader economy

Example: 
Reduce credit 
lines

Management objectives differ over stages of crisis and drive various 
preparatory and mitigating actions

Example: 
Sell businesses

Example: 
Prepare retention 
packages

Increasing 
focus on 
creditors 
and impact 
to economy
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Early warning indicators and composite measures of financial health are 
used to trigger crisis as risks emerge and materialize

Early Warning Indicators:
• EWIs provide advance notice of potential stress
• EWIs are typically monitored daily and do not require any forecasting 

capabilities
• EWIs can be categorized into two types:

– Firm-specific
– Market based

Decision to enter a more severe crisis level
• Management decision required considering composite financial metrics, 

EWIs, and other indicators
• Management may enter a more severe crisis level at any time

Composite Financial Metrics
• Composite Financial Metrics provide a more holistic view of capital and liquidity 

than EWIs
• Composite Financial Metrics are often forecasts and require additional calculation 

capabilities

If one or more of the Composite Financial Metrics are 
breached, escalate to senior management for decision

Breach of EWI thresholds prompt the calculation of 
Composite Financial Metrics

Example:  Deposit outflows

Example:  Bank index performance

Example:  Liquidity Coverage Ratio

Captures slow moving and quickly 
emerging risks
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Specific ‘playbooks’ are linked to levels of stress to guide a quick and 
coordinated response as risks materialize

Board Governance

External Communication

Preparation with Financial Market Utilities

Operational Continuity

Employee Retention

Bankruptcy

Separability

1

2

3

4

Increasing level of severity

Order in which each type of playbook is generally activated

For discussion
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