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Rising threats in Mobile Channels & rsommcann

&) Organizations promoting mobile chaumels

‘ Number of mobile applications published every day

@ 1005 with fuo or more OWASP Tep 10 Mobile Risks




OWASP TOP 10 Mobf([{y R ks ¢ASOBANCARIA

M6 Broken Cryptography

[ M1 Weak Server Side Controls

[ M2 Insecure Data Storage M7 Client Side Injection ]

[ M3 Insufficient Transport Layer Protection}—

M4 Unintended Data Leakage

—{ M8 Security Decisions Via Untrusted Inputs ]

M9 Improper Session Handling ]

[ M5 Poor Authorization and Authentication

M10 Lack of Binary Protections
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Path 5 (Tacyt)




How an App should be developed AASOBA”CAR'A

Secure Development
Code complete

Mobile App

Mobile Application
publish

QA & Security

acceptance fests




Vulnerability lnsights
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Obsolete Buffer Resource Session
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Faast: Pentesting Persistente ¢AS°BA”CAR'A

Results
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Are my Apps affected?  Certaiuly YES & rsommcrm

Are you aware of the development of ANY App of your orgamization?
[F's wot possible to manage what you dow t kuow that exists: App for special events or offers, exterual
developments, multiple brands, multiple companies.

Did you know when ANY App are published?

Could be multiple developer accounts, Unofficial markets, lack of unpublish.

How about your QA & Security acceptance test of ANY App?

Lack of Budget, Lack of experties, need to release version, risk asumption,

Do you track ANY detected tssues?

Need of specialized tools which requires expertise: App Discovery, App Analysis,
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And the result s+,




Myriad of Apps:+ and vulnerabilities?? ¢ASOBANCARIA




O
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Handle Shadow Apps ssuw

Detect vulnerabilities in Mobile Apps even in those you don’t know that exist.

Continuous in-depth Analysis
Perform fast static & dynamic analysis and backend penetration testing.

Track detected issues
Allow manage detected vulnerabilities along time and versions.
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Let s play around. Path 6 DEMO —o re———
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Shadow Apps & Approved Apps

*[£ You Can + Measure I, You Can + Manage It
* What's the policy to configure your MDM?
e How evolve security tn old approved apps?
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Questions?
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* Chema Alonso

o hitps:/ /twitter.com/ chemaalonso
* http://www.elladodelmal.com

* https:/ /www.elevenpaths.com




