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What the OAS does on Cybersecurity
Issues?

O Development of National Cybersecurity Strategies

O Trainings, Workshops and Technical Missions

O Cybersecurity Exercises

O Development of national CSIRTs and a regional CSIRT Hemispheric Network

@ Awareness Raising, Research and Expertise



Why this report?

O O O O

Inter-American Development Bank (|

DB) support to cybersecurity issues

Need for more tangible and reliable data

Need for baseline data to better monitor regional developments in cybersecurity

OAS experience with previous re

° 20713: Latin American and Carl

° 2014 Latin American + Caribbean Cy

DOITS

Dbean

rends and Government Responses

versecurity Trends

o 2015: Cybersecurity and Critical Infrastructure in the Americas

Increasing interest from member states



Global Attacks

Multi Locker

Famously known as "Trojan
police" because it simulates
that the user computer has
been intervened and blocked

Rodpicom Botnet
Malware sends a message to
the victimwith alink to a
malicious site that leads to
downloadable content

(skype)

2013

Sony attack SONY
Hollywood studio to cancel the
release of satirical comedy The
Interview

Target attack

L eak of tens of millions of @

credit- and debit-card accounts.

Vulnerability in the popular
OpenSSL cryptographic
software library

Heartbleed vulnerability W

2014

Disclosure of
Information

Whatsapp phishing ()

Fake invitation messages
to the new Whatsapp
Call functionality

US Federal attack

Personal information of four
million federal employees

2015




Overview-2016 Cybersecurity Report

O -xpert Contributions

. Cyber Confidence Buildingand Diplomacy in Latin America and the Caribbean

. Cybersecurity, Privacy and Trust: Trends in Latin America and the Caribbean

° Incident Response Capacity Building in the Americas

o The State of Cybercrime Legislation in Latin America and the Caribbean

: Digital Economy and Cybersecurity in Latin America and the Caribbean

. Sustainable and Secure Development: A Framework for Resilient Connected
Socleties

O Country Profiles

. 32 countries from Latin America and the Caribbean region



"Backstage”

O OAS - IDB Agreement.

O Regional Activity in October 2014 for launching this initiative.

O Initial support from Microsoft to identify key areas of study.

o Partnership with the University of Oxford to develop an "Application Tool”
nased onthe Cybersecurity Capability Maturity Model (CMM).

o 3-4 Intense weeks of work, making substantial adaptations to CMM for the
LAC region.



"Backstage”

O In-country application of the CMM and distribution of digital survey.

O Desktop Research and consolidation of other sources of available data.

(o) Validation process of approximately 60 days of the application tool.

O Lots of trial & error, amendments and back and forth!
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CMM - 5 Dimensions

@ Policy and Strategy e Legal Frameworks
@ Culture and Society
Education




CMM - 5 Levels of Maturity
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How the report looks?
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Marilia Maciel

Researchar and coordinator of the Center for
Technology and Society of the Getlle Vargas
Foundation School of Law in Ro de Jareiro
She terves as a counselor at the Geseric
Names Supporting Organization of the internet
Cor on for Assigned Names and Numbers
(CANN)  representiog  the  Non-commercial
Stakehoider Group. She is 3 memder of the Advisory
Poard on Internet secwrity, created under the
Brazilan Internet Stesring Committes. Marilis is
8 PrO candidate i internationsl Relations at the
Pontifical Catholic Unlversity (PUC— U du Janeiro)

Nathalia Foditsch

Resesrcher at the Conter for Techaology and
Sockety of the Getilio Vargss Foundation
School of Law in Rio de Jansiro. She hay worked
for internatanal organizations the Brazilian
Fecaral Government, as well i law fems and
think tanks on communications aw and policy
mattans, Foditsch s a licensed attarney and holds
& Master's degree in Law and another in Public
Policy, both from ¥ wan University.

Luca Belll

Rusearcher a1 the Center for Techology and
Saciety of the Getdlio Vargas Fourdation School
of Law in Ric de Janelra. He holds a PhD in Public
Law Irom the Université Panthéon Assas (Parls )
2nd s & founder and coordinatar of the Dynamic
Coalition on Network Neutraty, as weil as of the
Dynamic Coalition on Plattorm Responsibiity,
multi-stakeholder components of the Unted
Nations' Internet Governance Forum

Nicolds Castelton

Visiting rsearchar a¢ the Canter for Technology
and Society of 1he Foundation School of Law in
Rio do Janwiro. He wpecializes in cybersacurity
governance, focssing oo critical Infrastructures
and humantarian uses foc Big Data. He holds
&  Master's degree In Criss end Security
Management from Leiden University's Faculty of
Governance and Global Affain.

Costa Rica

+ Attorey Ganeral of the Repuslic

+ Cesta Rcan insttute of Electiicty

+ Ndicial Investigations Department

« Minmtry of the Presidescy

o Mintry of Schence, Techaology aed
Telecommunications

+ Siperetendence of Telecommenications

* Univaruty of Costa flica

- Dominica

+ Daminics Ausociation ol Wwlannation Techvolegy

Protesorals
Dominea State College

+ information ane Communications Technolegy Unt
+ Minutry of Infornation and Teecommunication

* National Bank of Deminka

Dominican Republic

Antormey General of the Repuslic
+ Daminican Telecommunicatians Institute
Naticosl Police

s Ecusdor

+ Toecommunications Regalaton
and Castrol Agancy

+ Aamed Feeces of Ecuador
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El Salvador

* Ministry of Justice and Putlic Sacunty

Grenada

« Noyel Grenads Police Force

Guatemala

.+ CORTg
Mistry ef the besarior

Publc Minstry

Supeinisedencs of Teecomvuny sters
Technical Secretanat of the Naticoas Secarity
Couscd

Guyana

CURT gy - Minatry of Home Aftairs
Gayana Energy Agency

Guyana Defencs Force

Gayana Police Force

* Uriversay of Guyana

Haitl
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Incident Response Capacity
Building in the Americas

FIRST | Forum of Incldent fisspen e and Security Taams
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“A Computer Securty Incdest fespore Team (CSRT)
s difined 05 0 team or an ensity within an agency that
Provides services and suppart 19 @ particular groaal
(targe community) in Onder 10 prevent manage aad
respond 1o information security ncidents. These feams are
unlly COMprised of aual I PINGTY SPRCIAISTS WO BCT
acconding 1o predefined procedures snd paicies in order

dy and effectively bo secunty
1o mitgate the risk of cyberattacks. There ave Rundreds of
CSIRTS i the world that vary (n missien aad scope. One of
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seC0r o Communily they verve. Below we some of the
natinnal CSIHTS within GAS meeer states
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S Honduras

+ CDINDS
National Telecommusications Commissicn

Cooperation
*  National Police of Honduras
+ National Propesty Management System

X

Jamaica

Jamaica Sank Asociation
Jumaica Comtabulary Forte
Misatry of Nat onal Security

o Pt Minitry
+ Unwversity of the West indiey

Bl Mexico

+ Antomey Genesals Office

+ Meocas Imemet Assccation, AC
+ Mexicar Petroleum
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+ Spedialized Committae on Ieformesion Secury

Nicaragua

+ Nalorul Erginwating Unkwesity

Ministry of £ orelgn Relationt sod Imternational

Misatry of Schence, Tachnolagy. Erargy and Misng

Panama

+ Nations Autsarty for Governmental incovation
* Punama Caral Authority

Paraguay

Attorney Genert's Ofhce

Minestry of forngn Aftars

Neations Secreiarat of méormaton and
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Peru
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* Nations Police of Pery

+ Public Ministry - Prosecctors Office

Saint Kitts and Nevis

+ Foancel Services Negulatory Commimon

. UME

+ Minssary of Enargy, Finance, Trade and Industries

* Ministry of Youth Empowerment, Sports,
Information Commurications and Technelogy.
Toiecommunications aed Fomt

+ Foyad Saint Kins and Nevs Poice

« Saint Kins Fleciricity Company, Lid
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Legal Frameworks

Argentina

Led by the Naticnal Program for Critical
J aneC HCIC)

in coardination with various agencies, scademic
institutions and the private sectoc, the Government
of Argentina has developed & draft National
Cybersacurity Strategy that is currently ']
adoption Argentina iy notadle for forming one of
the first national CIRTS in 1994, Since 2011, it has
functioned under the ICIC. ICIC-CERT maintains &
central registry of cybersecurity events and threats.
The Armed Farces run annual Cyber Incident
Response Exercives to share best practices and
toview command and control functions; however
they currently have limited capacity for cyber
resilience.

Previously, CNI was managed L

and takes 06 a number of capacities, including
providing information on how 10 detect and
report cybersttacks. Recently, the Government
of Argentina also established a Focal Point on
Cybercrime under 1he Public Prosecutor’s office.

A3 Argenting’s e-governmant and 8-commarce
services continue to expand, government
agencies have led awareness-raising campaigns
0 educate the public about cybersecurity. Two
sotable examples are internet Sano (-Healthy-
o1 Scund- internet) led by the ICIC, which focuses.
on best practices for safe Internet use, and With
You on the Web under the Ministry of Justice and
Human Rights, which teaches chitdren. parents
and teachers about the threat of online grooming

informally, however, in June 2035, the Pr

of the Republic of Argenting issued Decres No.
1067/2015 which restructured government control
of CNL establishing a National Office within the
Under-secretariat for the Protection of Critical

ion and Cy y Inf

under the Hoad Office of the Cabinet of Ministers -
Cabinet Secreiariat. This sew program will work 1o
develop cybersecurity norms and standards, as well
as collaborate with the pel SOCtor 1o improve
CNI resilience.

Amid increases In cybercrima, the Governmant
of Argentina constructed a comprehemive legal
framework for ICT, including Penal Code-Law
26388, and Law 25.326 on data protection. It is alse
developing procedural law for hanating digital
evidance. While machanisms are in place for
disclosure, the drivate secior s not legally required
% report breaches (o cybersecurity. Nevertheless.
awareness of cybersecunty rsis among businesses
has grown sigaificantly. The Tachnology Crimes
Dwvision of the Argentina Faderal Police Force Is
for i cases of

pr ¥ of chil the web
10 lure them into sexual abuse or trafficking). In
addition, a number of usivaryities offer degs
programs in cybersecurity and digital forensics.

= YOTAL THE COUNTRY

Maobile phone s fions 66,356,509

ople with Invarnat sccess 22,931,006

O 65%

Knowledge and Standards Private and State Owned Companies’ Understanding
Private aed state-owned companies’ AT
undenstanding of cybersecurity is critical -

the risks that companies face. same of

Bcards have minimal of 70 understanding of cybersacurity; and Sduciary duty
considerations are not discussed

Policy and Strategy
Official Natona Cybenecunty Strategy
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CYBERSECURITY

Legal Frameworks

Cybersecunity Legal Frameworks

the primary methods of attack ané how
the deals with cyber issues
and evaluate them.

ed butnot how they
might atfect the organization or what direct thraats thay may be faced with

TaBED

Executive boards understand how companies are at risk, in general some of
the primary methods of attack. and how thesr company deals with cyber issues
(usuatly antrusted 1o the Chief Information Officer] and Incdent managemaent
s largely reactive,

e
-

Executive boards are aware of IVeir SITATERIC asiets. Nave DUt specTic measures
in place to protect tham, and know the mechanism which protects then the
executive board can allocste specific funding and essign pecple 10 prevent
cyber risk; corporate cortingency plans are in place 10 address varous Cyber-
based attacks and their aftermath; executive board members are provided
with some cybersecurity education; and the board has a clear sense of cyber
fiduciary duties.

Executive bosrds sre sble to change cybersecurity strategy quickly sed
20pcoarately. new threats are considerud at every board meetng and funding
and attention is reallocated to address those threats the executive board i
looked 10 as & source of in corporste

governance is based on cyber risk and improves governance, specifically in the
ana

Legisiative framewor ks for ety
Privacy, data protection and other human rights
Substantive cybercrime Law

Procadural cybercrime Law

Legal Imvestigation

Lavw andorcement
Prosecution senvices
Courts

Responuible Reporting

Aenponsible disclosare

CYBERSECURITY 1w
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Argentina

o
BN .ar

Policy and Strategy

Culture and Society

Education

Legal Frameworks

Brazil

br

Policy and Strategy

Culture and Society

Education

Legal Frameworks

Chile

B

Policy and Strategy

Culture and Society

Education

Legal Frameworks

Colombia

B o

Policy and Strategy

Culture and Society

Education

Legal Frameworks

Mexico

il
MX

Policy and Strategy

Culture and Society

Education

Legal Frameworks

Uruguay
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Incident Response Capacity
Building in the Americas

FIRST | Forum of Incident Response and Security Teams SalCERT

Maarten Van Horenbeeck, Cristine Hoepers and Peter Allor el satvador

CSIRT-CR
Costa Rica

ColCERT
Colombia

“A Computer Security Incident Response Team (CSIRT) is defined as a team or an
entity within an agency that provides services and support to a particular groupl
(target community) in order to prevent, manage and respond to information security
incidents. These teams are usually comprised of multidisciplinary specialists who act
according to predefined procedures and policies in order to respond quickly and
effectively to security incidents and to mitigate the risk of cyberattacks. There are
hundreds of CSIRTs in the world that vary in mission and scope. One of the chief ways
to classify CSIRTs is to group them by the sector or community they serve. Below are
some of the national CSIRTs within OAS member states.”

e 000

CSIRT-Panama

Panama 9

ecucert
Ecuador

CSIRT-BO
Bolivia

_________________________________________________________________________________________________ 0

CSIRT-CL
Chile

CERT-MX
Mexico

CSIRT-GT
Guatemala

VenCERT

Venezuela

CERT-PY
Paraguay

¢

CERTuy
Uruguay

ICIC-CERT
Argentina

Trinidad and Tobago

CSIRT.GY

CERT.Br



Challenges In the region
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Challenges In the region

In 20 countries no command and
control center exist, and in another
/ this function Is performed
without formality

In 28 of the 32
countries, there is no

national cyber security
awareness programs

26 countries inthe
region do not have a
structured cybersecurity
education program




Challenges in the Financial Sector

O O O O O
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There is limited formal/informal channels of communication between the Financial Sector and national
incident response institutions.

Attacks are getting more sophisticated everyday and the response time Is getting shorter.

Terrorist and criminal organizations have identified the internet as one of their primary sources for
revenue.

Lack of proper regulation and legislation. Financial Sector institutions don't need to be afraid to these
words, instead they must need to take part of the dialogue.

Unregulated electronic currencies is a revenue stream for criminals and they make it difficult for law
enforcement to trace.



Organizacion de los Estados Americanos
Organizacao dos Estados Americanos
Organisation des Etats Américains
Organization of American States

Latin American and Caribbean
Cybersecurity Trends and
Government Responses

S S|
S PPD TG b DB
o d PS> PD> I
BLDPDOPTOPS
L e o oo £ 4 o 2 2 o
L s o 2o o oo o g
G-l G DG DD
D
D > S G DD
PP >SS DS
" POSTOOIOV
oS SSSOee
o g S o o o o
b o = S

Organization of s spPPssy
American States P

P
S gppg
> oe

b o 4 g
: R
<
b

.
%

Symantec.

2013 2014

Organization of
American States

g
Il
llll'."
|

-

RO A X i 3 < ;i A.". }P:» ' - 7_ [l ‘s &
{ 2 ’ S 4 y - = { g%
‘ = '! #qﬂ A, AN
] il BN ] . s
- . 5 . »
.‘ -

o ]

Report on Cybersecurity and
Critical Infrastructure in the Americas

2015



Level of Incidents to the Computer System Are incidents against infrastructures getting more sophisticated?

INn the Last Year e
80%

Have you noticed an increase, decrease, or steady level of incidents to
your computer systems in the last year?

607%

53%
B Yes
B Increase 40% B No
30% B Decrease B Unsure
B Steady levels
0




Experience with Various Incidents

Types of Cyber Attack Methods

Percentage of organizations that experienced attempts to have information

What types of cyber attack methods have been used against your deleted or destroyed by organization type

organization?

51%

05 47%

/1% B Phishing 44% 429

B Goverment

37%

B Unpatched

L Communications
vulnerabilities -

34%

' Security
DDos

25% .
B Finance and

Banking

m SQL injection

m Cross site scripting B Manufacturing

B Hacktivist-originated W Energy

attacks

0

B APTs

According to the survey results, the government and energy sectors are the
top two industries that experience destructive attacks by threat, followed by

communications and finance and banking.




Cybersecurity Policies

Does your organization have cybersecurity policies and/or plans?

80%

69% B Cyber security
Awareness for
Employees

W Disaster Recovery
Plan

40% B Cyber Incident

Response Plan

B Adoption of
Industrial Security
Standarads (BERC
CIP, ISO 270)

If Respondents trust the Government to
advance a Cybersecurity Agenda in Critical
Infrastructure Industries

The good news is most respondents (68%) claim they trust their government to

support advancements in dealing with the threat. This may indicate the barrier
of implementing more dialogue is lower than it may seem and simply requires

the public-private organizations to reach out to each other and start the process.

Do you trust the government to advance a cyber-security agenda in critical
infrastructure industries? How willing are you to work with them?

80%

687%

B Yes
ADY%

32%

B No




What are we doing?



OAS Regional Approach

CICTE
Secretariat

REMJA Cybercrime
(Legislation)

OAS Hemispheric Cyber Security Strategy (2004)

CITEL
(Telecommunications)

‘ Declaration “Strengthening Cyber Security in the Americas” (2012)

J

\

‘ Declaration “Protection of Critical Infrastructure from Emerging Threats” (2015)

/

Declaration “Strengthening Hemispheric Cooperation to Counter Terrorism
and Promote Security, Cooperation and Development in Cyberspace” (2016)
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National Cyber Security
Strategies




National Strategies Adopted

Colombia Trinidad and Tobago
(2011 & 2016) 2013

Panama Jamaica

2013 2015




National Strategies under development
it N
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Best Practices
or Establishing a National CSIRT

S ®

@)

(®)
D

Organization of | Mare rights
American States | for more people

PRIVATE COMPANY A
PRIVATE COMPANY 8
PRIVATE 159

UBLC 157

STATE UNIVERSITY
PRIVATE UNIVERSITY

o

&
-

MINISTRY OF DEFENSE
MINISTRY OF THE ECONOMY
MINISTRY OF THE INTEIION
PARLIAMINT

MINISTRY OF ENERGY
CENTRAL BANK

PRIVATE BANK A

PRIVATE BANK B

PUBLIC 5P

PRIVATE 159

ELECTRICAL COMPANY

-mlulmw. ACTORS

EXECUTIVE BRANCH
Juiciary
PRIVATE ISP POLCE
PUBLKC ISP MINISTRY OF TECHNOLOGY
WOICIAY MINISTRY OF DEFENSE
POLICE =
LEGISLATIVE BRANCH

Once the groups are defined, brainstorming helps to cate-
gorize the nominated actors In each group.

‘The diagram above shows an example of a mind map mid

GROUP OF LINUX USERS
RESLARDHERS FROM UNIVERSITY X
UNIVERSITY ACADEMIC COMMITTEE
TECHNOLOGY INDUSTRY ASSOCIATION

an 15P and the Government, These groups are strategic part-
ners without whom it would be almost impossible to estab-
lish and operate a national CSIRT. At the same time, they are

pi of CSIRT they may become a victim

way through the organization process.

As seen in the diagram a stakeholder may occupy several
roles simultaneously. This situation will often present itself
both within government and with the private sector, aca-
demia and Gvil sodiety. The dearest example of this is within

2 (A) Dehaition

Basic Floor Plan

of a cyberattack or gyber security incident. The groupings
can be further broken down Into subgroups, as seen below:

Oparatioes

Marnagement Coorenation

Future Pr
1 50C, Lab, eris

Reception

7% (

c)

1T FacHities and Infraestructure

PRIVATE ISP
usLC IS8

FRIVATE COMPANIES

PRIVATE COMPANY A
PRIVATE COMPANY 8 oticiad

STATE UNIVERSITY
PRIVATE UNIVERSITY

/

( STRATEGC PARTNESS )

PRIVATE 657
PUBLIC ISP

oNINNVY (1)

EXECUTIVE BRANCH
\ MINISTRY OF DEFENSE
PRIVATS COMPVRES MINISTRY OF THE ECONOMY
MINIETRY OF THE INTERIOR
BANKS MINISTRY OF ENERGY

CENTRAL BANK
PRIVATE BANK A
PRIVATE SANK 8

\

) e
LEGISLATIVE BRANGH roucs
POLICE GROUP OF UNUX UsEas Juosiany
JuDiCIARY AESEARCHERS FROM UNIVIRSITY X SRS 0o MOmOLOSY
PRVATE (59 L [ UNIVERSITARY ACADEMIC COMMITTEE MINISTIY OF DEFENSE

PUBLIC 138

Finally, a list of the stakeholders and their roles will be gen-
erated in a formal document.

This list should contain each of the groups Involved, the

Justification for their participation in the CSIRT project, and
an officially designation point of contact.

CSIRT Network Basic Design

TECHNOLOGY INDUSTRY ASSOCIATION

These groups are strategic partners
without whom it would be almost
impossible to establish and operate
a national CSIRT

23

z
|
2
-
- |
<]
2

I the CSIRT opts for hosting
services (mall, web,

etc ) In its facllities, services

must be hosted on servers

in this segment. This
segment will publish services
to the Internet.

This segment will be
exposed to the Internet

“ equipment of the CSIRT
-i

Workstations and
office will be hosted here.

2 BN

The CSIRT should maintain
a ficewall to segment its
network into at least five
20nes: internet, external
DMZ, Internal DMZ, Testing
and the CSIRT LAN. five

separate zones is a starting

point: the complexity and

number of security barriers
This segment will be will increase as the CSIRT In this segment the CSIRT
used for testing software, grows and matures. will house internal services,

mahware, and potentialty
compromised or unreliable
equipment. This area exsts
to perform tests on equip-
ment or software without
compromising the rest of
the CSIRT infrastructure,

file servers, ticketing
systems, or tools for CSIRT
use. This segment will not
publish services to the
Internet, but only to the
CSIRT LAN,

@ Reactive Services

Reactive services are the most important services provid-
ed by a CSIRT. In essence, “reactive services” respond to
cyber security incidents occurring within the CSIRT'S com-
munity or within its own infrastructure. A response can be
launched based either on a request for assistance or from
monitoring and sensor networks maintained by the team.
The principle types of reactive services are incident mar-
agement, vuinerabiity response, and artifact response.

Incident management

Incident management service consists of several phases:
notification and receipt of an incident, dassification or tri-
age, response, analysis and resolution. The CSIRT must first
determine the type, potential impact, and saverity of an in-
cident, followed closely by designating a response team to
devise a plan of action that will restore services or systems
to normal operation or otherwise mitigate the impact of a
Cyber-security event. In certain cases, this will necessitate
that CSIRT personnel visit the site of the security event,

Many actors are typically involved In cyber-incident re-
sponse, Including ISPs, other CSIRTs, technalogy provid-
ers, law enforcement agencies, international actors, legal
teams, press departments, and different areas of an af-
fected organization, The CSIRT coordinates response ac-
tivitles and communications of the varlous stakeholders to
optimize efforts and reduce incident resolution times. To

Vulnerability response

This pr avariety of pro-
cesses, nduding patching, Implementation of countermea-
sures, and cther mitigation strategies. As new patches be-
come avalable for detected vulnerabilities, the CSIRT must
notify all stakeholders and distribute patches or describe

ques for i it while coor-

dinating g that adeq are taken

Response to malicious artifacts

A malicious artifact s a file or object in a system that is
Involved In an attack on a network or system, or used to
evade sacurity controls or measures. Managing maliclous
artfacts requires removing them from an affected system

accomplish this, the CSIRT should know the req
and p of each of the order to pos-
ftively manage interaction between them.

or g of how to do the same.

@ Proactive Services

These services aim to improve the infrastructure and security
processes of the target community to prevent security ind-
dents or pact y s J
of proactive services are performing monitoring, distributing
alerts, and offering research and development services.

Monitoring and alert services

One of the most basic services offered by a CIRT, monitor-
ing and alerting invoive the implementation of systerms that
detect security events, perform event and incident correla-
tion, produce automated reports, and scan for vulnerabiiities
within the target communty, To perform these functions,
the CSIRT can either develop its own inhouse solutions or
employ third party commerdial or open source tools and
sensors. Information produced by monitoring and alert ini-
Uatives will inform strategic decision making and improve
inddent response processes.

G5
(2 ) second Level

A more devetoped CSIRT will offer more advanced moni-

Research and Development

7~

[ 1) First Level

\/

These services allow the CSIRT and its community to stay
abreastof in the field of ion securi-
ty and incident response. Specifically, it will alow them to
stay up to date on alerts, evolving threats, emerging attack
vectors, best practices and new norms in services and de-

vice maintenance and operation, defense strategies, and a
host of other topics.

[ 2 ) second Level
As a CSIRT matures, it will develop more robust RAD
bilities. With the information it gathers and generates, the

CSIRT can carry out security audits and assessments on its
own systems or those of the target community. This may

toring and alert services. These track target
frastructure and systems in much more depth, but gener-
alty provide similar types of alerts and incident correlation
as first level monitoring and alerts. More closely monitor-
ing client systerrs allows for earlier detection of security
events, vulnerabilities, or malicious artifacts. To perform

include appli or jysis, review of se-
curity policies, vulnerability scanning, penetration testing,
and compliance with market standards or norms.

As technology evolves, threats and vulnerabiities change.
The CSIRT must be able to detect emerging threats or vul-

this kind of in-depth ng. system inherent to new and distribute in-
or Installation of safety sensors In y to them that can improve security levels.
ture is generally needed.
Asa and the CSIRT /L\)mvduud

of the systems, p and of B

the target community. Accordingly, the response team can
develop strategies, spedfic tools, and plug-ins from existing
systems to analyze, monitor and protect the particdar infra-
structure of the community it serves.

The most advanced CSIRTs will continue to deveiop RBD ca-
pablities, for exampie. malidious code analysis. 5o as to be
able t behavior of 3 spe-

dfic arifact.

Formal Closure occurs when all the information
generated in the CSIRT establishment process,
including its completeness, is analyzed and verified.
After the closure process is complete, the National
CSIRT will be formally established.

Upon closing the establisnment process, the CSIRT Project Manager will have:

A list of stakeholders

Statements of establishment of the CSIRT
(Mission, Vision, services, etc.)

Legal documents for the creation of CSIRT
Physical facilities, leases, etc.

Hired and trained human resources

Operations Manual with policies and procedures
Technological infrastructure and respective support contracts

In addition, other documents are drafted during the establishment phase, including defini-
tion of scope, timeline and budget. The project team should be convened for a debriefing
session to discuss lessons learned and where the process might be improved upon.

Finally, with all the information generated, it Is essential to make a closing report containing:

The overall objective of the project
Activities

Lessons learned
Future Recommendations

Performance of the project (scope, timeline, budget)

This report will be attached to the project documentation and it will give formal dosure to

the project.

Formal Completion of Activities

During planning, the Project

dear steps to be

2 imple-

mentation. Each of these has a dlear Indicater of completion, such as “Trained Human Resourc-
es." To record the activity as formally completed, the project team must verify that all necessary
staff received the training and then collect appropriate documentation. Similarly, afl contracts

and senice agreements must be verified

| approval and

Finally, the closing report should be approved by the project sponsor in order to complete

the implementation phase of the CSIRT.

oNINNY (1)

®

NSO




CL
CSIRTamericas.org

Comunicacion en tiempo real |
Intercambio de informacion | Proyectos colaborativos
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CSIRTamericas.org

Online platform designed to:

Facilitate real-time communication and information sharing.

Provide early warning feeds and alerts.

l[dentify Incident trends in the region.

Facilitate online and real-time collaboration between national CSIRTs.

OO0 O O O

Virtual sandboxes to develop tools.
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Technological platform / to offer

BASIC SERVICES SPECIALIZED SERVICES PARTNER SERVICES
 Chat and multichat * Early warning systems * |nternational Partners
F Ot « (ftp) - performance
* CSIRTs news improvement for second
» Digital Library half of 2016
* Directory
 Events
* Polls

CSIRT of the Americas/ for

o

«¥_ CSIRT Defense =¥ CSIRT Police § CSIRTGob CSIRT National
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CSIRTamericas.org

Forum Library Directory

Contact details of Americas
CSIRTs

A space for the exchanging of Regulations, procedures

ideas and experiences presentations, scripts

Admin Announcements: Actualizacion de Seguridad en el portal 12-15-2015 < ) 2arct 5

Latest Files

Urgent Message

CSIRTs Latest News

send email to all csirtamericas

L L L LY & i
SRR OAS_Team = Alertas de Botnets en Mexico
POWERSHELL PARA LA GESTION DE — semanal [08 al 14 02 16]
INCIDENTES

In Reports

Crested on Thursday, 14 January 2018 17:27

H . 15 February 2016 * 5 downloads
Early Wammgs Estimados, Buen articulos para la gestion de :

Alerts, real-time, regional Incidentes: hitp/Awww.secuntyar... e Alertas de Botnets en México
i
trends RASa U [01 al 07 Febrero 2016]
In Reports
07 February 2016
OAS_Team
Latest Forum Posts CRITICAL 0-DAY REMOTE COMMAND Alertas de Botnets en México [

(&)

EXECUTION VULNERABILITY IN JOOMLA 25 al 31 de enero 2016]

Membresia en Zone-h Crested on Maonday, 14 December 2015 22:30
_ In Reports
In Main Forum s Development of Estimados, Vulnerabilidad critica gue
» o 03 February 2016
Security & Useful Tools pudiera impactar sitios web en su...
& months 2 weeks ago Read more — Alertas de Botnets en México
~ | Neuralgic.net LS S S S O [18 al 24 de enero 2018]

B * i~ Main Forum s Development of In Reports

B Security & Useful Tools OAS_Team e e e e
< = <2 January £ *1 »

& months 3 weeks ago IMPORTANTE DDOS-SSDP - NOV-9-2015 & » Jaime Fuentes —t

. Malware Backstabbing afecta a —. Alertas de Botnets en México [ “ %L

' Crested on M November 2015 14:22 = 2
I ‘l dispositiv... CPRISE T AR, PO S0 £ 11 al 17 de enero 2016] ™

Main E Incident Handli Estimados, Un CSIRT Nacional de nuestros e
In Main Forum / Inciaent Hanaling In Reports jaime! You will receive an email
report with the suspicious activities

estados miembros ha notificado que su ...
Read more 18 January 2016

Campana de distribucion de T
JARETEI RNl

. Many Thanks lreally i appreciate it
In Main Forum / Incident Handling
8 months 2 weeks ago OAS_Team Last logged
ALERTA DE MULTIPLES SITIOS
HACKEADOS

Created on Thursday, 05 November 2015 21:48 Ljfuentesr C \) @ dsubero \9 )

-

& months 2 weeks ago



CSIRTamericas.org Alerts

Vulnerability: “jdownloads” | “ joomla core”
Same attacker : MuhmadEmad

period of time: 6 hours

At 53 websites

At 5 countries affected

Action:

ATTACKER 0O O %+ x COUNTRY 0O 0 %+ x

® MuhmadEmad (53) ® 15921885342 (17) @ 1908.176211(3) @ 20069.105206 {2) ® EC(20) @AR(13) @ CL{(10) @ CO{/7) 80 (3)
) ® 2002921720 (2 p 200.110.132.172 (2)

Fat

Early
Regional
Warning

Term

nitp/www. Quitoambiente. comimages/jcownioads/screenshots/muhmacemad. |pg

nitp.//www . sti-cooperation. climages/jJdownioads/screenshots/ 1968.git




CSIRTamericas.org

ATTACKER e & <+ x IP o & <+ x COUNTRY

® cyber-71 (296) @ KingSam (281) @ jok3r (245) ® 64.13.236.208 (125) @ 201.175.21.200 (89) ® US (3628) @ CA(159) @ MX (91)

® ZoRRoKiN (149) zorrokin (131) A ® 192.254232.197 (74) @ 107.151.64.226 (57) 74.205.62.99 (49)
jangene_cakep (50) LI ————

North

AlfabetoVirtual: continued attacks | ARVE, CL, US, MX | Gov,gob sites

ATTACKER e & 4 x P o & 4 x COUNTRY e & 4 x
@® moroccan-alien (5) @ WInZIP (5) @ oroboruo (3) ® 190.202.109.243 (4) @ 201.235.255.30(2) @ 190.69.156.14 (2) ® AR(8) @VE(7) @CL(6) @ CO(4) Uy (1) SD (1)
® AlilabetoVirtual (J) ighTech (2) HTLR (2) w4i13XzY3 (1) ® 209.4569.112 (1) 201.238.211.150 (1) PE (1) EC (1)
! 45— ’
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Our Recommendations

O Promote the establishment of cybersecurity working groups (financial
sector) in each of your countries.

tOC

o for the exc

Wil

N other key a

nd

nange of experiences and Information at

|

‘rusted actors.

Organize cybersecurity crisis management exercises at the national and

o There is still mucr
the Regional Leve
o regional level.
O Government as a start.

-stablish informal communication protocols with the sector and with

O -ncourage the establishment of financial sector incident response teams.



Our Recommendations

O Implement cybersecurity awareness campaign for employees and
customers.

o Reach out to government representatives and support the implementation
of the National Digital Security Policy.



Our Proposal

O Participate in the study on the cost of digital security incidents in Colombia
(Your commitment is essential!)

o Promote the organization of a regional workshop for the financial sector
and Incident response representatives from the LAC region.

O Participate in the upcoming International CyberEx2017/.

O Participate in the upcoming 201/ Summer BootCamp.

-xamine the challenges faced by the Financial Sector that are unique and
engage researchers and ThinkTanks to find solutions.
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digital security

Mo
for

erights

more Peop



“Through the driving force of the IDB and OAS, the
region iIs the first in the world to undertake this
deep and broad understanding of cybersecurity
capacity across an entire region using the CMM”
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Thank you!
Merci
Gracias

Obrigado

Belisario Contreras

Cybersecurity Program Manager
Organization of American States

BContreras@oas.org

y @belisarioc



