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Estado actual del fraude

Las transacciones fraudulentas a través
de aplicaciones moviles crecieron un
600 % desde 2015. *

Se identificé un nuevo ataque de =z

phishing cada 30 segundos; pérdidas
globales $10,8 mil millones. *

*RSA Q1 2018 Fraud Report
*PwC Global Economic Crime Fraud Survey 2018

Las transacciones de blanqueo de
dinero se estiman entre el 2 y el 5% del
PIB global. Eso es aproximadamente
S1-2 billones USD anualmente. * *
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La evolucion de las amenazas




Motivaciones, Actores y Objetivos
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Image source: https://www.baesystems.com/en/cybersecurity/feature/the-unusual-suspects






How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent
as an attachment Online-banking
Money was transferred
to fraudsters’ accounts

Bank E-payment systems
employee Money was transferred
to banks in China and the US

transfer \ Inflating account balances
The extra funds were pocketed

systems
via a fraudulent transaction

100s of machines infected

in search of the admin PC \ Controlling ATMs
Orders to dispense cash ata

pre-determined time
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Tactics, techniques and procedures of financial attacks
attributed to the Lazarus group

Lazarus is widely considered to be the group behind multiple, devastating cyberattacks
including the $81 million heist of Central Bank of Bangladesh, at the beginning of 2016,
and several other attacks against banks worldwide. While conducting their operations,
hackers follow a set of tactics, techniques and procedures which allow them to quietly
penetrate targeted systems and gain access to critical ones.

Step 1 Step 2 Step 3 Step 4
Compromise of a webserver Attackers analyze the network and identify
critical assets in the organization including:

malware is
deployed. that disables
internal security check

server is used as backdoor is deployed for
an entry point reconnaissance purposes

1. A government
website is hacked

2. The exploit is placed on the hacked
website with a whitelist of targets to

serve the exploit to
o tools are installed - some for

3. The target visits a government privilege escalation purposes
website and becomes infected

While investigating Lazarus’ financial attacks, Kaspersky Lab researchers were able to identify 150+ different
malware samples related to recent group’s activity.

nersky Lab products successfully detect and block all known malware used by the Lazarus group.

CREAT

3. Money theft starts P T
/.
=
‘ ~ |

KASPERSKY 2




The Geography of financial attacks
by Lazarus group

The malware by Lazarus group, infamous for its theft of $81 million
from Central Bank of Bangladesh, has been active since at least 20009.
It has been spotted in the last couple of years in at least 18 countries.
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INVESTMENT
PROPOSAL

Relationship Director - Corporate Banking Senior Esports Project Manager siga i

208 0 mPTION
Description

Engineering Manager

Job Description
Business Development Executive - HSBC Insurance cis Operatlops - Warsaw Cor.porate (?enter
(WCC) - Project Manager - Vice President

Location
Reg #: 170094080

Location: Warsaw, MZ, PL

Job Category: Project Management







NSA Official Suggests North
Korea Was Culpritin
Bangladesh Bank Heist

The deputy director of the NSA says he believes states have
entered the bank-robbing business.



BLUENOROFF
Una unidad de
La Zarus Desarrollo Backdoors

Exfiltracion datos

Ciber Espionaje DoS

Ciber Sabotaje Infiltracion

Operacion C2

Robo de dinero

Ataques de borrado
Minado de
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CNBV y nueve bancos han sido
hackeados

Criminales han vulnerado la seguridad de instituciones
financieras en México

17/02/2017 09:40 AURA HERNANDEZ Y PAUL LARA
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Hackers Stole Millions of Dollars

From Mexico banks
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Defensa proactiva ante las amenazas




Seguridad basada en estrategias, no solo en herramientas y
cumplimiento de normativas



RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

INSTALLATION

Installing malware on the asset

ACTIONS ON DBJECTIVES

“tands on Keyboard' access,
~lish their original goals

attributed-to

Adversary Bravo

labels: spy, criminal
description: Known to use
phishing attacks to deliver
remote access malware to
targets.

Threat Actor

uses

uses

Identity

Adversary Bravo

identity_class: unknown
description: Adversary Bravo is a
threat actor that utilizes
phishing attacks.

Phishing

external_references: [{
source_name: capec,
description: phishing,
url: https://capec.mitre.org...,
external_id: CAPEC-98 )]

kill_chain_phases ({
kill_chain_name: mandiant-
attack-lifecycle-model,
phase_name: initial-compromise

Polson lvy Variant d1¢6
labels: remote-access-trojan
s ‘ kill_chain_phases: [{

kill_chain_name:
\ ’ mandiant-attack-
lifecycle-model,
phase_name: initial-
Malware compromise )]

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

EXPLOITATION

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (

Command channel for rr
manipulation of v/

Herramientas, técnicas y actores

MITRE ATT&CK MATRIX™

. Correctly detected

. Not detected

Partially detected Not tested




Caceria de Amenazas
(Threat Hunting)




Inteligencia de Amenazas (Threat Intelligence)
y Colaboracion



Respuesta a Incidentes (IR)



Seguridad Accionable



We are here S
to save the world==

Eugene Kaspersky, Founder and Chief Executive Officee

GReAT - Investigacion élite de amenazas

* Equipo global de investigacion y analisis

 Fundado en 2008

* Inteligencia de amenazas, liderazgo en investigacion e inovacion

 Enfoque: APTs, amenazas a infraestructuras criticas, amenazas a sistemas
financieros, ataques dirigidos, busqueda de vulnerabilidades de dia cero
programas y sistemas.
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Descubrimos y diseccionamos las amenazas
mas sofisticadas del mundo

ProjectSauron

Saguaro

StrongPity

Ghoul

Fruity Armor

ScarCruft






“Fundamentalmente, si alguien quiere
comprometer su red o dispositivo,
seguramente lo va a hacer......
asumamoslo

Debemos entender que estamos en
medio de una batalla, lo queramos o
no y sequramente su red ya fue
comprometida de alguna manera”

Michael Hyden
Ex-director CIA, NSA
Microsoft Enterprise Cloud Teaming Whitepaper



Gracilas

Roberto Martinez

Senior Security Researcher | Global Research and Analysis Team

@rObertmartlnez | roberto.martinez@kaspersky.com



