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The Impact of Blockchain 
Technology in the Financial 
System



In the beginning…

Proof-of-work

Cryptocurrency

Mining

Blockchain
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1. Byzantine General Problem
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1. Byzantine General Problem
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1. Byzantine General Problem
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2. Double Spend
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Blockchain = Source of Truth 
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The Significant Evolutionary Step of Blockchain
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Inception of R3
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Developing an acute understanding

•R3 was founded through a realization that blockchain could be 
transformative for the operational challenges within financial services

•First R3 roundtable was attended by eight banks in Sept 2014 to 
understand the appetite within financial services

•1st proof of concept delivered for FX settlement on blockchain

•R3 became the formal advisor to 42 bank members in Nov 2015

•R3 launched the Architecture Working Group, Product/Use Case 
Working Group, and Regulatory Working Group to drive 
understanding

Our members led us to research the role of 
blockchain in financial services
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Developed in collaboration with the industry
Regulators: 
20+ Regulators and 
Central bank 
members including;
•HKMA
•MAS
•Bank of Canada
•AMF Montreal
•Abu Dhabi Global 
Markets

•Banco de la 
República de 
Colombia

•Superintendencia
Financiera de 
Colombia

•Unidad de 
Proyección
Normativa Y 
Estudios de 
Regulación
Financiera

•Superintendencia
de Bancos, 
Seguros y 
Pensiones de Perú

•Superfinanciera de 
 

Moderador
Notas de la presentación
Sales? Up to date – 5/14/18



Addressing the needs of financial services
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The creation of Corda

Corda is uniquely architected 
for privacy, interoperability 
and immutability

We established the need for a bespoke blockchain solution for 
financial services. This did not exist, so we created Corda.

•An audit of blockchains
proved nothing could stand 
up to the complexity, 
regulatory demands and 
rigor needed for financial 
services

•This led to the realization that 
this must be created by R3. 
This was the inception of 
Corda

•Corda was made public in 
April 2016, and open-source 
in November 2016

•Additionally over 50+ 
members joined the original 
42 bank members 
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Woes of Traditional Blockchains

Trapped assets

No privacy

Slow

Moderador
Notas de la presentación
We can identify three key issues with traditional blockchain systems that make them unsuitable for most business use-cases:[PLAY FIRST ANIMATION]Traditional blockchains prevent double-spends by revealing every transaction to everyone. Obviously, this is unsuitable, and in some cases illegal, for many business use-cases:Confidential customer informationHigh-value tradesCompany valuations in M&A deals[PLAY SECOND ANIMATION]Some companies attempt to achieve privacy on the blockchain using “channels”. In a channel model, the blockchain is subdivided into hundreds of mini-blockchains. The contents of each channel is only visible to the participants in that channel.Unfortunately, this makes it impossible to move assets between channels without unconditionally trusting the origin channel’s participants. For example, how can you be sure that there hasn’t been a double-spend within the channel?The alternative would be to disclose the contents of the channel for validation. But this destroys the privacy benefits that were the channel’s original benefit![PLAY THIRD ANIMATION]Another issue in early consortium projects was speed. In an Ethereum–style architecture, things such as account balances are stored in a single “object” that must be updated sequentially. If several requests to update the same account balance arrive at the same time, they must be processed in a queue.In financial systems, with millions of transactions a second, this was infeasible. 



Key Benefits of Blockchain Platforms

Immutability
Records are stored in a 
tamper-proof manner that 
assures provenance

Consensus
Potentially untrusting parties 
can reach agreement about 
shared facts

Validity
Assures parties that 
proposed updates to the 
ledger are valid

Uniqueness
Conflicting ledger 
update proposals 
cannot be committed
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Moderador
Notas de la presentación
Well to begin with its fair to say Corda is very much blockchain inspired. It's more similar to bitcoin than you might think...The building blocks that make up the current state of the ledger look very much like unspent transaction outputs in Bitcoin. In Corda, with call these UTXOs, state objects and they can represent literally anything from cash to health care records.Immutability: Corda transactions are digitally signed and chained together by including the hash of the previous transaction. This maintains immutability of the asset or agreement in question as well as it's chain of provenance.Consensus: Corda allows potentially distrusting parties to enter into agreements about shared facts such as asset ownership or multi-lateral agreements.Validity: Corda mandates that only valid transaction may update the ledger. Validity is determined by the contract code which is referenced by each state object. The contracts encapsulate all the rules for what constitutes a valid transaction and is shared by all parties on the network.Uniqueness: With Corda, notary clusters prevent "double spends" of state objects. Notaries can be considered "consensus as a service", they can operate in a multitude of different flavours (Singleton machine, RAFT, BFT) and many can operate in parallel on the same network.



Corda is Unique

p14.

Moderador
Notas de la presentación
Other platforms are based upon a Replicated virtual machine. Other platforms are all based on approximately the same design. They attempt to simulate a single threaded "global computer" on which anyone can start new programs, or send commands to existing programs, which update the state of the ledger.This design is not used by the other platforms because it is objectively considered the best design. It's used because conventional wisdom at the time thought this design, whilst picked for a different purpose, could easily be ported to an enterprise environment, where privacy becomes a primary concern. In contrast, Corda started with a blank canvas and some decisions were made that seemed odd to the blockchain community at the time. However, as time progresses, it is becoming clearer that the founding engineering team at R3 made the right architectural decisions.As such, more and more developers that began their blockchain journey on other platforms are migrating to Corda.So let's explore some of Corda key characteristics.



Interoperability
Privacy should not come at 

the expense of 
interoperability of Corda 
nodes.  Corda retains this 

privacy but allows any 
node to transact without 

creating islands of assets or 
liquidity issues

Corda Uniquely Solves Two Key Blockchain 
Challenges

Privacy
Data is shared at the level 

of individual deals or 
agreements or trades or 
contracts, with only the 
transactions needed to 

verify provenance being 
shared and no more
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Moderador
Notas de la presentación
However, clearly as we have been building an enterprise blockchain we've had to design the platform with privacy and interoperability in mind as these are standard requirements in the space. So how does Corda handle privacy?Point to point messaging: Corda is a point-to-point system - a fundamental architectural difference to other systems.Data shared on a need to know basis: Data is shared at the deal level and only those transactions required to ascertain provenance are sharedConfidential identities make transactions pseudo-anonymousSGX: Using intel's secure hardware allows us to verify chains of provenance without actually needing to see the underlying data



Broadcast Blockchain
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Bank B’s Ledger
ID Fact

1 Bank A pays bank B $5.

2 Bank B purchases bond X from issuing bank A.

3 Bank C purchases bond X from bank B.

4 Bank C enters a credit default swap with bank D.

5 Bank D owes bank B $10.

Bank C’s Ledger
ID Fact

3 Bank C purchases bond X from bank B.

4 Bank C enters a credit default swap with Bank D. 

Bank B’s Ledger
ID Fact

1 Bank A pays bank B $5.

2 Bank B purchases bond X from issuing bank A.

3 Bank C purchases bond X from bank B.

5 Bank D owes bank B $10.

Bank D’s Ledger

ID Fact

4 Bank C enters a credit default swap with Bank D. 

5 Bank D owes bank B $10.

Bank A’s Ledger
ID Fact

1 Bank A pays bank B $5.

2 Bank B purchases bond X from issuing bank A.

DC

BA
1

C D

BA 2

3

4
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4 Bank C enters a credit default swap with bank D.

5 Bank D owes bank B $10.

Bank C’s Ledger
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1 Bank A pays bank B $5.

2 Bank B purchases bond X from issuing bank A.
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4 Bank C enters a credit default swap with bank D.
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Bank D’s Ledger
ID Fact

1 Bank A pays bank B $5.

2 Bank B purchases bond X from issuing bank A.

3 Bank C purchases bond X from bank B.

4 Bank C enters a credit default swap with bank D.

5 Bank D owes bank B $10.

Corda

Data Privacy



Platform Comparison

Bitcoin / 
Ethereum

• RIGHT VISION: Global 
interoperable network

• WRONG DESIGN 
FOR ENTERPRISE:  
Privacy, scalability, 
programming model 
wrong for enterprise

Fabric / Quorum

• WRONG VISION: 
Isolated silos with 
trapped assets

• WRONG DESIGN 
FOR ENTERPRISE: 
Privacy, scalability, 
programming model 
wrong for enterprise

RIGHT VISION: Global 
interoperable network

RIGHT DESIGN FOR 
ENTERPRISE: 
Privacy, scalability, 
programming model 
designed for enterprise
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Blockchain becomes live 
within financial services:
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Where we are now

Driving change with deployment

•Corda 1.0, Corda 2.0, Corda 3.0 and R3 Corda developed for 
our first Enterprise deployment, including 50+ CorDapps that 
are currently in development

•The world’s first Corda production pilots have occurred, with 
Calypso/BBVA, Cognizant/Mizuho Blue Ocean, 
Commerzbank ECP / CS / ING

•Over 80 partners connected including technology partners, 
systems integrators, consulting firms, and software 
developers.

from projects to applications, 
members to partners



Partners: Building the ecosystem to support Corda. 
Partner SolutionsDelivery Partners

Infrastructure / Technology Partners Network Service Providers
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Global 
Trade
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Manual Data
Exchange

API – Data
Exchange

Distributed
Ledger

ERP Trade 
Finance App

1

2

3

4

Data Exchange and Collaboration
Evolution, from Manual to Fully-Automated End-to-End Data Exchange

R3 - Private and Confidential 
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Data Communication 1 (Format: Manual, CSV, Excel, EDI, Delivery: Email, FTP, Manual)

Data Communication 2 (Format: Manual, CSV, Excel, EDI, Delivery: Email, FTP, Manual)

Data Communication N (Format: Manual, CSV, Excel, EDI, Delivery: Email, FTP, Manual)

Corporate

Trade Finance App

transacting

ERP

transacting

Challenges:

Phase 1: Manual Data Exchange 

Using Multiple Trade Finance Apps

Multiple Communication Channels

Data Security Data Consensus

Data Traceability Using Multiple File Formats Manual ProcessesData Silos 

Little Ease of Use Limited Transparency

Yesterday and still used today 

Bank
BankBank 
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Phase 2: API – Data Exchange

Challenges:

Data Communication (HTTPS)

Corporate API API

ERP

transacting

1-Connection 1-Connection

Using Multiple Trade Finance Apps

Multiple Communication Channels

Data Security Data Consensus

Data Traceability Using Multiple File Formats Manual ProcessesData Silos 

Little Ease of Use Limited Transparency

Trade Finance App

transacting

Bank
Bank

Today and the new standard going forward 

Bank 
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Challenges:

Phase 3: Distributed Ledger

Corporate API

1-Connection

API

1-Connection

Logistic 
Providers

B2B
Networks Insurance Others

API API API API

Distributed Ledger Technology
Blockchain Nodes

Data 
Communication 

(HTTPS)

ERP

transacting

Distributed Ledger Technology
Corda  Nodes

Node Node Node NodeNode Node

Using Multiple Trade Finance Apps

Multiple Communication Channels

Data Security Data Consensus

Data Traceability Using Multiple File Formats Manual ProcessesData Silos 

Little Ease of Use Limited Transparency

Trade Finance App

transacting

BankBank

This year and the future 

R3 - Private and Confidential 

Bank 
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Challenges:

Phase 4: Customer ERP Trade Finance App

Corporate API

1-Connection

API

1-Connection

Logistic 
Providers

B2B
Networks

Insurance Others

API API API API

Distributed Ledger Technology
Blockchain Nodes

Data 
Communication 

(HTTPS)

Using Multiple Trade Finance Apps

Multiple Communication Channels

Data Security Data Consensus

Data Traceability Using Multiple File Formats Manual ProcessesData Silos 

Little Ease of Use Limited Transparency

transacting

Trade Finance App

transacting

Bank
Bank

Trade Finance App
ERP

Tomorrow and the future

Distributed Ledger Technology
Blockchain NodesDistributed Ledger Technology

Corda Nodes

Node Node Node NodeNode Node

Apps Apps Apps Apps

Bank
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Trade Finance Application
User Experience
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Capital 
Markets
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CURRENT INDUSTRY PROCESS

PARTICIPANT BPARTICIPANT A
(1) Book FX Trades

(4) Match (5) Match

CONFIRMATIONS

(2) Send to Party B

(3) Send to Party A

(6) DFP Euro Payment

(7) DFP USD Payment

Current industry process
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PAIN POINTS

PARTICIPANT BPARTICIPANT A

CONFIRMATIONS

Primary 
Keys
Secondary 
Keys

(1) Book FX Trades

(2) Send to 
Party B

(3) Send to Party 
A

(6) DFP Euro Payment

(7) DFP USD Payment

 “Blind” bilateral matching
 Counterparty Risk/DFP 

settlement
 Settlement default
 Data discrepancies (SSI...)
 High rate of Mismatch & STP 

breaks
 Late & Manual resolution
 No Validated Alias
 No Golden Copy

Pain points

Moderador
Notas de la presentación
The blind match and risk of settlement are one of the inefficiencies of the current industry process. Another issue with this process comes from the static data duplication in both legacy system. This duplication of data, especially for the settlement instructions, can cause discrepancies and breaks in the process. The break resolution requires manual intervention. If we talk about manual resolution, we talk about operational risk and late resolution of disputes. This is a problem especially in the current regulatory context where Financial Institutions are subject to the Timely Matching Obligation.The objective of this project is therefore to synchronize the matching between the participants and remove the risk of discrepancies and settlement default.It is ultimately to create the golden copy of the transaction that can be used downstream to automate and standardize the post-trade processes.
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FUNCTIONAL OVERVIEW

PARTICIPANT BPARTICIPANT A
(1) Book FX Trades

(4) Match

(5) Send Match Result

(7) Send Match Result(7) Send Match Result

(8) Match result

(8) Match result

(2) Send to Corda (2) Send to Corda

(6) Create Golden Copy

(3) Acknowledge (3) Acknowledge

(3) Distribute

New Blockchain FX matching process
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Digital 
Identity



What is Personal Data? 
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The Evolution of Digital Identities
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Trust ID Network - Decentralized identity controlled by users 

R3 - Private and Confidential p38.



39

September 19 2018

… and how 
many others?





A searchable directory of 200+ applications

marketplace.r3.com



Muchas Gracias.
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Carlos Arena

carlos.arena@r3.com

1-917-861-7449

mailto:carlos.arena@r3.com
mailto:carlos.arena@r3.com
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